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I’m here to get a new
executive dashboard
for my surveillance
program. I was told
that you can help. 

I sure can. But let’s
not jump to solutions
right away. This is an
opportunity to explore
the service options.
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Refined Data
Processing Tasks

Raw Data
Processing Tasks

Networked
Database

API
Gateway

DATA COLLECTION
END

DATA SERVICE
END

DATA ACCESS
POINT

API

UPSTREAM DOWNSTREAM
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AUTOMATED INGESTION

TRANSFORM LOADEXTRACT

Digitize Physical
Media

Point-of-input
Correction

Code
Cleaning

No Manual
Reentry

Digital Tracking of
Samples & Cases

Process
Automation
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Always-on
Cloud Database

Self-serve
Data Streams

Self-describing
Data (Meta Data)

Managed using
FAIR Principles

Flow-control
Code

• Findability
• Accessibility
• Interoperability
• Reusability
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Data is fetched
by app-specific
plug-in

Data
manipulations
are saved in app-
specific format

Ontologies and 
automated schema- 
management  
reconcile variables
across databases

Multiple cloud 
databases are
made accessible 
at the same time

API gateway
offers one-stop
access without
building pipelines
to each database

Analysts use
their app of
choice, either
in the cloud 
or on the
desktop

API

API
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Or data can be 
fetched periodically
by front-end app

Database

The API gateway
can push updates
as data changes

API

Elaborate data-
processing tasks
can be automated
with server-side
micro-services

The front-end
interface can
turn data into 
compelling
visual displays
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External researcher
builds analytical 
model using artificial
data to make sure
that it works properly
with no major errors 

No direct access
to real records,
only artificial
ones

API

Synthetic
or random
dummy-data
generated

Database
containing
artificial
records

Manipulations
expressed in
suitable syntax
or query language

API
Gateway

API Code is sent 
to run remotely

Results 
run on real
records sent
to researcher

Log file of actions
made available to
overseers and, as
a matter of open
science, the public

Trusted Research
Environment 
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A software stack
sits between the
cloud server and
users’ devices
to run the service.
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Software is made available in 
a public repository for reuse; 
more consistency, less rework.
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